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Procedure for Data Breach Handling
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Purpose

The purpose of this procedure is to ensure that data breaches are handled in an appropriate
manner, ensuring the timely identification, containment, investigation, and notification of
breaches, in line with applicable laws.

A ‘data breach’ is any accidental or deliberate destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data. Examples of data breaches include, but are not
limited to: loss or theft of electronic devices or paper records on which data is stored, hacking or
cybersecurity attacks, accidental publication of personal data on the internet, and mis-directed
emails containing sensitive data.

Roles and Responsibilities

The club Committee is responsible for handling data breaches and should follow the procedure
below if one occurs.

Procedure

1. When the Committee finds out that a data breach may have occurred, they should obtain
and document the following information:
a. Who discovered the breach
b. Time and date of the breach
c. Description of the breach (e.g. a device was stolen, or someone’s account was
hacked)

2. Appropriate measures should be taken to ensure that any ongoing or future
unauthorised access to data is prevented. For example, if a member’s device or access
credentials for a data platform have been stolen, then that member’s account credentials
should be reset immediately

3. Evidence of the data breach (e.g. access logs, if available) should be obtained and
saved

4. The Committee should investigate and document the following:

a. What data may have been exposed as a result of the breach
b. The set of data subjects whose data has been breached
c. Potential impact of the breach on data subjects



If the data breach is judged to be ‘high risk’ - meaning that there is a risk of data being
used in a way that results in physical, material, or non-material damage to the individual
(in particular discrimination, identity theft, fraud, financial loss, or reputational damage) -
the breach should be reported to the Information Commissioner’s Office within 72 hours
of discovering the breach. Use the self-assessment for data breaches to check whether
a breach needs to be reported

If the data breach is judged to be ‘high risk’, the affected data subjects should be notified
immediately and provided with the following information:

a.
b.

Details of what data has been breached and how

The contact details of someone on the Committee, or the Data Protection Officer,
from whom more information can be obtained

A description of the possible consequences of the data breach

A description of the actions that have been undertaken, or that will be taken, to
deal with the data breach and mitigate any of its consequences

If the data breach is not judged to be ‘high risk’, it is not mandatory to inform the affected
data subjects, but the Committee may choose to do so

Remediative actions, such as awareness training, should be undertaken to minimise the
risk of a data breach occurring again.


https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/report-a-data-breach-online-form/
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach-assessment/

