5 WESTBURY
4y " HARRIERS

Data Handling Guidelines

'iﬂ?

Purpose

The purpose of these guidelines is to ensure that personal data is collected, managed, and
used in line with the club’s Data Protection Policy, in order to respect the data protection rights
of the club’s members and other stakeholders. These guidelines should be read and followed by
all club members who require access to personal data in order to fulfil their club responsibilities.

Roles and Responsibilities

The Committee is responsible for ensuring that all club Members who contribute to running any
of the club’s activities have clearly defined and documented responsibilities. The type and level
of data access provided to each Member will depend on their responsibilities.

Club Members who are provided with data access must ensure that they handle that data in
accordance with these guidelines.

Data on digital platforms

e |f you are given access to data via a digital platform, you will be required to sign in with a
username and password. You should set your password to be at least 12 characters
long and contain a combination of uppercase letters, lowercase letters, numbers, and
symbols

e The Platform Administrator of the platform that you have access to will provide you with
access to the data that you need to fulfil your responsibilities. If you find that you do not
have access to all the data that you need, you should contact the Platform Administrator
to request access to the data that you do need

e |n some cases, you may be provided with access to more data than you strictly need,
because of the limitations of the platform on which the data is stored. You should not
deliberately look at more data than you need e.g. you should not search for details of
more club members than you need

e Data should be used solely for the purpose of fulfilling your club responsibilities, as
specified in your role description

e If you use your phone, laptop, or other device to access data via a digital platform whilst
in a public place, ensure that you lock the screen of your device before leaving your
device unattended.



Data collected via email, phone, text, messaging platforms, paper forms

Data that is collected by you or sent to you via channels such as email, messaging
platforms (e.g. WhatsApp), text message, or paper forms should be kept for only as long
as you need that data to fulfil your responsibilities. When you know that you will not need
that data any more (or once the data has been entered into a centralised data platform
such as a membership management platform), you should securely delete the message
or destroy the paper form

Note that it is permissible to save people’s contact details in your own address book if
you think that you might need to contact them again in the future regarding club
activities, or for other communications that they have consented to.

Data stored on personal devices

You should avoid saving data files (e.g. long lists of members’ details) on your computer
or phone except where you will not be able to carry out your responsibilities without
doing so. If you do need to save data files on your computer or phone, you should
securely delete the data file from your computer or phone once you no longer need it

If you do have club data stored on your personal device, ensure that you lock the screen
of your device if you ever leave your device unattended in a public place

Note that it is permissible to save people’s contact details in your own address book if
you think that you might need to contact them again in the future regarding club
activities, or for other communications that they have consented to.



