5 WESTBURY
4y " HARRIERS

Procedures for Data Access Management (for Digital
Platforms)
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Purpose

The purpose of these procedures is to ensure that the personal data stored on digital platforms
by the club are securely managed, protected, and accessed only by authorised personnel, in
order to respect the data protection rights of the club’s members and other stakeholders, in line
with the club’s Data Protection Policy. These procedures should be followed by all committee
members and any other club members who are responsible for managing data access.

Roles and Responsibilities

The club Committee should appoint at least two Platform Administrators for each of the
platforms that the club uses to manage data. The Committee should document who the Platform
Administrator(s) are for each platform in the ‘Platform Administrators’ tab of the club’s Data
Access Register.

The Committee and Platform Administrators are responsible for managing access to the data on
digital platforms by following the procedures described below.

Procedures
Platform security settings

1. Platform Administrators should ensure that their platforms are configured to require, at
minimum, a strong password to sign in

2. Platform Administrators should ensure that access credentials are not shared—every
user must be assigned unique login credentials.

Provisioning data access to a member of staff for the first time

1. The Committee should decide what data needs to be accessed by each member of
‘staff’ (committee members, and non-committee helpers) in order for that staff member
to be able to perform their duties. This should be communicated to the relevant Platform
Administrators



2.

3.

The Platform Administrator should create an account for each staff member that requires
access to data on their platform

The Platform Administrator should grant each staff member access to the minimum
amount of data that is required. In many cases, it will not be practically possible to
restrict access to only the specific data required for the role (e.g. if someone is helping to
manage the women’s V50 team, it may not be possible to restrict access to only the data
for that age group). In these cases, the Platform Administrator should restrict access to
the greatest degree that is practically possible, given the platform settings

The Platform Administrator should update the ‘Data Access’ tab in the club’s Data
Access Register to maintain a record of which staff have access to what data.

Updating a member of staff’'s data access

1.

The Committee should periodically review staff roles, and communicate any changes
that affect the data access required by a role to the relevant Platform Administrator

The Platform Administrator should promptly update the data access permissions for that
member of staff, and update the ‘Data Access’ tab in the club’s Data Access Register to
reflect the changes.

Removing a staff member’s data access when they leave

1.

The Committee should keep track of staff departures and communicate these to the
relevant Platform Administrator, if the staff member had data access

The Platform Administrator should promptly delete the departed staff member’s account,
and update the ‘Data Access’ tab in the club’s Data Access Register to reflect the
changes.

Data retention and deletion

1.

3.

The Membership Secretary should keep track of members’ departures from the club and
inform the relevant Platform Administrator when that member’s data needs to be deleted
(after four years of inactivity, following England Athletics requirements)

The Platform Administrator of each platform should keep track of any non-members’
data that is stored on digital platforms, and delete the data once it is no longer needed
The Platform Administrator should promptly delete the data, using the most secure
deletion process available on the platform.



